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1 Introduction
1.1 The audit review on the Security if IT assets was originally undertaken as part 

of the 2015/16 audit plan. This was subject to a six monthly follow up, however 
due to the prospect of Shared Services and the appointment of a new IT 
manager this was deferred until this year.

1.2 The purpose of this was to ensure that all the recommendations contained 
within the Action Plan have been implemented.   

2 Scope
2.1 Each recommendation has been revisited and evidence obtained to confirm 

actions taken.

2.2 The Action Plan at Appendix 1 has been annotated to show what actions have 
been taken and any outstanding or ongoing actions still required, which in this 
case there were none

3 Agreed Actions 
3.1 The agreed Action Plan can be seen at Appendix 1 to this report.
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Paragraph 
Ref 

Recommendation Officer Priority Agreed? Comments Update @ August 
2018

4. Although ICT have 
agreed that there are 
plans for in place to 
improve the current 
system of recording. It 
is essential for a 
reconciliation to take 
place between the 
current records and 
equipment held as soon 
as possible.

IT Manager Significant Yes 1. It would be practical to 
do this once the current 
NWOW’s Laptop Rollout 
Project is complete and 
unused desktops are 
removed from offices. (A 
dependency of this will 
also be the big office 
moves taking place in 
early 2016.) 

2. In future ICT will be 
introducing an annual 
asset review exercise.

1. All inventory items 
are now on TrackIT. 
A reconciliation took 
place, however no 
evidence was kept to 
support this because 
the system is live 
and so overwrites 
any previous audits. 

The system currently 
does an automated 
check randomly 
during the time a 
person is logged on.

Additionally, TH 
selects a sample 
monthly for physical 
verification.

2. A full inventory 
check will be 
completed, exported 
and kept for 
evidence by the 30 
September 2018.
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Paragraph 
Ref

Recommendation Officer Priority Agreed? Comments Update @ August 
2018

3.3 All processes and 
procedures for; 
recording, transfer and 
disposal of assets is 
sufficiently detailed up 
to date to reflect current 
practises.

IT Manager Important Yes The ICT BAU 
Transformation project is 
inflight and all processes 
and procedures are 
currently being reviewed 
and updated. A 
spreadsheet is being 
populated to control this.

On-going. Flow 
diagrams have been 
updated for; On-
Boarding, Off 
boarding however 
they were still dated 
2015.

These have now 
been reviewed, 
updated and signed 
as such. 

No further action 
required.

3.4 A master inventory is to 
be held on TrackIT, this 
should include: the cost 
of the item, date of 
purchase, unique ID 
number and who it has 
been allocated to. The 
information held should 
also be current.

IT Manager Significant Yes The process of updating 
the Asset Database is 
on-going. The ICT team 
are in the process of 
consolidating all 
previously held 
information to ensure the 
information is stored and 
is accessible in one 
place -TrackIT. 

A copy of the master 
inventory should be 
held outside of 
TrackIT, to 
demonstrate that the 
annual review has 
taken place. 

Further Action:

This will be 
completed by the 
end of September 
and a copy held as 
an audit trail.
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Paragraph 
Ref 

Recommendation Officer Priority Agreed? Comments Update @ August 
2018

3.5 All movements of 
assets should be 
entered onto the master 
inventory, so that the 
life of the asset from 
purchase to disposal is 
recorded.

IT Manager Important Yes Whilst ICT will be diligent 
in updating TrackIT with 
any changes they 
become aware of, it is 
important to recognise 
that ICT can only make 
changes when they have 
been notified of such 
changes.

Ongoing – ICT aim 
to record all 
movements, i.e. 
items returned go 
back into ICT stock 
before being re-
issued to another 
member of staff.

Now actioned, no 
further action 
required.

3.6 The asset module 
within TrackIT needs to 
be tested to ensure that 
is it able to capture and 
report all information 
required of an asset 
inventory. If not an 
alternative method will 
need to be considered 
as a matter of urgency.

IT Manager Significant Yes IT Manager has agreed 
that this needs to be 
completed as soon as 
possible.

There is a full record 
of equipment for 
each person within 
the council. Some 
additional work does 
need to be 
completed so that all 
items returned are 
removed from that 
person’s record and 
transferred back into 
ICT stock, in practice 
these items are 
sometimes given out 
as they are handed 
back. Now 
completed, no further 
work required.
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Paragraph 
Ref 

Recommendation Officer Priority Agreed? Comments Update @ August 
2018

3.7 The electronic form for 
starters/transfers and 
leavers could be 
reviewed and updated 
to record these details.

IT Manager Important Yes The IT Manager is happy 
to discuss their 
requirements of 
equipment being 
recorded on the e-forms 
with Personnel. 
However, ICT will remain 
reliant on these forms 
being completed.

The e-forms have 
been amended to 
ensure that the 
requirements for 
equipment is being 
captured and sent to 
IT. This is now 
automated so that IT 
received copies of all 
e-forms. No further 
work required.

3.8 Staff should be 
reminded of their 
responsibilities and sign 
for equipment on 
receipt and return to 
show a record of issued 
and received. 

IT Manager Important Yes This is completed  when 
the Security Policy is 
signed and the device is 
handed over by ICT to 
the end user and also at 
IT Essential’s workshop 
and as part of the users 
general CDC Induction.

Note: ICT will be happy 
to assist with the process 
of collecting the kit from 
the individuals and 
updating TrackIT. 

On-going, but this 
will also be firmed up 
with the appointment 
of the new IT service 
desk person.
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Paragraph 
Ref 

Recommendation Officer Priority Agreed? Comments Update @ August 
2018

3.9 & 3.10 A process is put in 
place for the way 
forward for informing 
the Insurance Officer of 
IT purchases to ensure 
that all ICT assets have 
sufficient cover of 
insurance.

IT Manager Important Yes IT Manager has 
contacted Insurance 
Officer to confirm 
requirements and will 
assist with applying 
these once known.

Confirmed that this 
was completed just 
prior to the insurance 
renewal in 2017. Any 
additional bulk 
purchases are 
notified to the 
Insurance Officer as 
required.

No further work 
required. 


